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Abstract: With the increasing reliance on digital transactions, financial fraud has become a significant
challenge, particularly in the Unified Payments Interface (UPI) ecosystem. The growing volume of
transactions has attracted cybercriminals who exploit system vulnerabilities to commit fraudulent
activities. Traditional fraud detection methods, such as rule-based systems, struggle to detect emerging
and sophisticated fraud techniques. To address this issue, we propose a machine learning-based fraud
detection system that integrates eXtreme Gradient Boosting (XGBoost) and Convolutional Neural
Networks (CNN) to analyze and identify fraudulent transactions with high accuracy. The proposed model
preprocesses UPI transaction data by extracting key features such as transaction amount, frequency, and
geographical location. XGBoost, a powerful ensemble learning algorithm, is employed for structured data
classification, while CNN is adapted to detect anomalies in transaction patterns. The Synthetic Minority
Oversampling Technique (SMOTE) is applied to balance datasets, ensuring the model effectively learns
fraud patterns without bias. Our approach achieves an impressive accuracy of 98.2%, outperforming
traditional fraud detection methods. Additionally, the system incorporates real-time fraud monitoring to
flag suspicious transactions instantly. This research demonstrates the potential of machine learning in
enhancing financial security and reducing fraud-related losses in digital payment systems.
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I. INTRODUCTION
The Unified Payments Interface (UPI) has transformed the financial landscape, providing users with an efficient and
seamless digital payment system. With its widespread adoption, UPI has become one of the most commonly used
payment methods in India. However, this growth has also led to an increase in fraudulent transactions, exposing users
and financial institutions to significant security risks.
Traditional fraud detection methods, such as rule-based systems, analyze transactions based on predefined fraud
indicators. While effective for detecting known fraud patterns, these systems struggle to identify evolving fraud tactics
that cybercriminals continuously develop. To overcome these limitations, machine learning techniques have been
increasingly adopted for fraud detection due to their ability to learn and adapt to new fraudulent behaviors from historical
data.
This research focuses on a hybrid fraud detection model that combines two advanced machine learning algorithms:
XGBoost and CNN. The XGBoost algorithm, known for its efficiency in structured data classification, is used to analyze
transaction attributes and detect anomalies. Meanwhile, CNN, typically employed for image recognition tasks, is adapted
for transaction pattern recognition to capture complex fraud patterns.
This study contributes to fraud detection research in the following ways:
* Development of a hybrid fraud detection system leveraging XGBoost and CNN.
* Implementation of real-time transaction monitoring to detect suspicious activities instantly.
* Application of feature engineering to improve fraud classification accuracy.
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* Use of SMOTE for data balancing, ensuring fraud cases are not overlooked due to dataset imbalance.

II. LITERATURE SURVEY
Several studies have explored fraud detection techniques in financial transactions, particularly within the Unified
Payments Interface (UPI) ecosystem. These studies focus on different aspects of fraud detection, including machine
learning models, data preprocessing, feature selection, anomaly detection, and data balancing techniques. The following
sections provide an overview of significant research contributions in this domain.
Adekunle and Ozoh (2023) proposed a fraud detection model designed to identify illegitimate transactions using machine
learning techniques. Their study addressed the issue of class imbalance in fraud detection datasets by implementing the
Synthetic Minority Oversampling Technique ( SMOTE). They tested multiple machine learning algorithms, including
Decision Trees, Random Forest, Neural Networks, and K-Nearest Neighbors (KNN). Among these, the Random Forest
model achieved the highest accuracy of 93.58%, but its performance declined when trained on imbalanced transaction
datasets. The study emphasized the importance of continuous model retraining to adapt to evolving fraud patterns and
improve detection accuracy.
Boulieris et al. (2023) explored the role of Natural Language Processing (NLP) in fraud detection for financial
transactions. The study presented an anonymized and publicly available dataset to enhance real-world applicability. It
highlighted the significance of online and offline fraud assessments, which complement traditional evaluation metrics
such as precision and recall. The research found that incorporating anomaly detection techniques improved fraud
detection across different transaction scenarios. Moreover, the inclusion of NLP-based features led to a substantial
reduction in false positive rates, thereby enhancing the model’s ability to differentiate between fraudulent and legitimate
transactions.
Baesens et al. (2021) investigated the role of data engineering techniques in fraud detection models. The researchers
emphasized that feature design and data preprocessing play a more critical role in fraud detection than the complexity of
the machine learning model itself. Their study, conducted on a European bank's payment transaction dataset,
demonstrated that intelligent data preprocessing significantly improves fraud detection. They also argued that simple
models, such as Logistic Regression and Decision Trees, can perform just as well as complex models if the data is
properly engineered. Furthermore, the study highlighted Principal Component Analysis (PCA) as a valuable technique
for reducing data dimensionality and eliminating noise, thereby improving model performance.
Gupta et al. (2023) conducted a comparative study of data balancing techniques to address the challenge of highly
imbalanced datasets in fraud detection. They evaluated multiple balancing approaches, including Random Over Sampling
(ROS), Random Under Sampling (RUS), and SMOTE. Their findings indicated that ROS provided the best fraud
detection accuracy, while RUS performed poorly due to data loss. The SMOTE technique, although effective, did not
match the performance of ROS in this study. The research concluded that a hybrid approach combining oversampling
with advanced feature selection methods could further enhance fraud detection models.
Hariharakrishnan et al. (2017) focused on preprocessing techniques for handling large-scale transaction datasets in fraud
detection. The study addressed several data quality issues, including missing values, noise, duplicate records, and
inconsistencies. The authors recommended using hybrid data-cleaning methods that combine rule-based corrections and
statistical approaches to enhance data quality. They also found that PCA was particularly useful in reducing data
complexity while preserving essential fraud-related features. The study suggested that incorporating machine learning-
based feature selection methods could further improve fraud detection performance.
Greenacre et al. (2022) examined the application of Principal Component Analysis (PCA) in financial fraud detection.
Their research demonstrated that PCA improves the efficiency of machine learning models by reducing data
dimensionality. The study highlighted how PCA enhances pattern recognition in fraudulent transactions by identifying
the key variance factors in the dataset. Additionally, the findings underscored the significance of feature selection in
improving classification accuracy while optimizing computational resources.
Dablain et al. (2022) introduced DeepSMOTE, a novel method that combines deep learning with SMOTE to tackle the
issue of imbalanced datasets in fraud detection. Unlike traditional oversampling methods that merely duplicate existing
data points, DeepSMOTE generates high-quality synthetic samples that closely resemble real fraudulent transactions.
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The proposed method outperformed conventional oversampling techniques by improving model generalization and
reducing false negatives. Future research in this area aims to integrate DeepSMOTE with reinforcement learning to create
an adaptive fraud detection system.

In summary, these studies illustrate the importance of machine learning and data preprocessing in fraud detection. Key
findings highlight that feature engineering, anomaly detection, and data balancing techniques significantly impact fraud
classification accuracy. Studies also demonstrate that XGBoost and ensemble learning methods outperform traditional
classifiers, while deep learning models, such as CNNs, enhance fraud pattern recognition. Additionally, real-time
monitoring systems and hybrid data engineering approaches further improve fraud detection efficiency. Based on these
insights, our proposed fraud detection system integrates XGBoost and CNN to provide real-time transaction monitoring,
advanced feature selection, and high classification accuracy, ensuring improved fraud prevention in digital payment
systems.

I1I1. PROPOSED METHODOLOGY
The proposed fraud detection system leverages XGBoost and CNN to identify fraudulent UPI transactions in real time.
The methodology includes data preprocessing, feature engineering, model training, real-time fraud detection, and
hyperparameter optimization, ensuring high accuracy and efficiency.

1. Data Preprocessing

Transaction data is cleaned, normalized, and encoded to remove inconsistencies and ensure compatibility with machine
learning models. Since fraudulent transactions are significantly fewer than legitimate ones, SMOTE is applied to balance
the dataset, preventing bias and improving fraud detection.

2. Feature Engineering

Key transaction attributes such as amount, frequency, location, and user behavior are extracted. PCA is used to reduce
dimensionality, helping the model focus on the most relevant fraud indicators while maintaining computational
efficiency.

3. Model Selection and Training

a) XGBoost

A gradient boosting algorithm that identifies transaction anomalies based on structured data. It is optimized for handling
imbalanced datasets and includes regularization techniques to prevent overfitting.

b) CNN

A deep learning model adapted for sequential transaction data analysis. It captures hidden fraud patterns using
convolutional layers for feature extraction, pooling layers for dimensionality reduction, and fully connected layers for
classification.

4. Real-Time Fraud Detection

The trained models are deployed in a real-time monitoring system, continuously analyzing transactions. If an anomaly is
detected, the system flags suspicious transactions and generates alerts for users and financial institutions, preventing fraud
before it occurs.

5. Hyperparameter Optimization
Grid Search and K-Fold Cross-Validation optimize model parameters, such as learning rate, tree depth (XGBoost), and
convolutional layers (CNN), to enhance accuracy and computational efficiency.
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6. System Workflow
- Data Collection: UPI transaction records are acquired.
- Preprocessing: Data is cleaned and balanced using SMOTE.
- Feature Engineering: Key fraud indicators are extracted and transformed.
- Model Training: XGBoost and CNN are trained on structured and sequential data.
- Real-Time Monitoring: Transactions are analyzed instantly.
- Fraud Alerts: Suspicious transactions trigger notifications.
- Continuous Learning: The model updates itself with new fraud trends

Volume 5, Issue 12, December 2025

IV. RESULT
When the user enters the details of the transaction and click on the “Detect button” the model checks whether the
transaction is real or fraudulent
If the transaction is fraudulent the it show “fraud transaction” else it show “valid transaction as shown in the figures.

UPI Fraud Detection e

UPI FRAUD DETECTION

Enter UPY number
UPI hokier name Erer date of Birth

Select state Emer pin cade

Enter the date and time of iransaction Enter transaction amount (Rs)
Enter Seller name Select rmerchant category

Figure 1: Enter Details

RESULT

VALID TRANSACTION

Figure 2: Valid Transaction

FRAUD TRANSACTION

Figure 3: Fraud Transaction
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In Figure 4, we can see the comparison of other models with CNN.
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V. CONCLUSION
The increasing adoption of digital payment systems, particularly UPI, has made transaction security a critical concern.
Traditional fraud detection methods, such as rule- based systems, struggle to keep pace with evolving fraud tactics. In
this study, we proposed a machine learning-driven fraud detection system that integrates XGBoost and CNN to improve
fraud classification accuracy. The hybrid approach effectively leverages XGBoost’s efficiency in handling structured
transaction data and CNN’s ability to detect hidden fraud patterns in sequential data, achieving an impressive 98.2%
accuracy.
Our system incorporates real-time fraud monitoring, ensuring immediate detection and alerting of suspicious transactions.
By applying feature engineering techniques and data balancing methods like SMOTE, the model overcomes common
challenges such as imbalanced datasets and false positives. The system’s ability to analyze behavioral patterns enables it
to adapt to emerging fraud trends, making it highly effective in real-world scenarios. Additionally, hyperparameter
optimization enhances model performance, ensuring the best possible fraud detection accuracy.
The research demonstrates that advanced machine learning techniques can significantly enhance financial security by
minimizing financial losses and reducing fraudulent activities. The combination of gradient boosting and deep learning
ensures that fraudulent transactions are detected with high precision, improving the reliability of digital payment systems.
Furthermore, the proposed model is scalable and adaptable, making it suitable for deployment in banking and financial
institutions for real-time fraud detection.
Despite its success, the system can be further improved. Future enhancements could include blockchain integration to
improve transaction transparency and security. Additionally, reinforcement learning techniques can be explored to create
an adaptive fraud detection system that evolves based on new fraud patterns. Another key area of improvement is
Explainable Al (XAI), which would make fraud detection decisions more interpretable for financial institutions and
regulatory bodies.
In conclusion, this research highlights the potential of Al- driven fraud detection in securing digital transactions. The
proposed system demonstrates high efficiency in fraud classification, making it a valuable tool for financial security. As
cyber threats continue to evolve, ongoing research in machine learning, deep learning, and real-time fraud detection will
play a crucial role in protecting users and financial institutions from fraudulent activities.
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