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Abstract: The paper highlights the critical need to ensure the security and reliability of smart contracts,
which are self-executing agreements with terms directly embedded in code. Smart contracts have
revolutionized various sectors by providing automated and trustless solutions for transactions. However,
this innovation brings its own set of challenges, including security vulnerabilities and execution errors that
can lead to substantial financial and operational losses. This survey aims to comprehensively address these
issues by examining recent research on smart contract security and correctness verification. It synthesizes
the most effective methodologies and tools developed to mitigate risks associated with smart contracts.
The survey categorizes and analyzes key vulnerabilities, evaluates existing verification techniques, and
proposes best practices for secure smart contract development. Additionally, it identifies research gaps
and future directions to enhance the security of smart contracts. By guiding researchers and practitioners
toward building more secure and reliable smart contract systems, this effort not only fortifies the backbone
of blockchain technology but also fosters trust and innovation in its widespread applications, ensuring the
sustainability and scalability of decentralized systems in the evolving digital landscape.
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I. INTRODUCTION

There are two main components to smart contracts security and reliability. A potential method is to think of a smart
contract as software that is inactive and never changes. Accurate software is essential to guaranteeing the security and
dependability of the contract. Another thing to think about is any security issues that could come up when the contract is
being executed. A thorough consideration of these two issues can greatly improve the security and dependability of smart
contracts. Consequently, we conducted a thorough examination of the research findings related to smart contract security
verification throughout the previous few years. Both security assurance and correctness verification viewpoints are
included in this analysis. A desire for a centralized architecture in computation-related services like email, video
streaming, financial transactions, and phone calls has resulted from the acceptance of design principles like cloud
computing [1]. User-provided services follow the client-server architecture. It has proven possible to construct mail
servers, video streaming servers, and payment authorization systems using centralized computer infrastructure. The
significant rise in the number of users of computational services has an impact on the evolutionary directions of
computing research in the future. Machine-to-machine (M2M) connectivity, industrial Internet of Things (IoT), and
artificial intelligence (Al) are expected to undergo breakthroughs as a result of the Industry 4.0 revolution. Owing to the
projected substantial increase in processing requirements, centralized systems have scalability constraints. The computer
research community is very driven to investigate a novel architectural strategy to meet the computational demands of the
future generation [2]. Several important issues come up in computer research: availability, privacy, access control, and
data integrity. Figure 1 shows the process working of smart contract.
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Figure 1 Process working of a smart contract

Smart contract domains are vulnerable to a range of attacks, as stated in reference [3]. Attacks can be attributed to various
factors, including programming errors, limitations inherent in programming languages, and vulnerabilities present in
security protocols. The attacks mentioned above have various negative effects on blockchain networks, including
decreased accuracy, depletion of native currency, and lack of system accessibility. There have been reports received
concerning attacks that specifically target blockchain networks. These attacks can be categorized into two distinct groups:
public and private. In the context of public blockchains, smart contracts hold a more prominent position in comparison
to private blockchains. The potential ramifications are dependent on the precision and validity of these contracts. The
successful deployment of contracts across all nodes in a blockchain network requires a substantial time commitment to
troubleshooting and resolving any issues that may arise [4]. Figure 2 shows the types of vulnerabilities.
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Figure 2 Types of vulnerabilities

RE-ENTRANCE VULNERABILITY (A1)

When a malicious smart contract calls another smart contract repeatedly, the re-entrance problem is frequently exploited.
These assaults occurred several times on the Ethereum network. The ethers that come from the smart contract that triggers
eventually end up in the account that the malicious contract uses. [5] claim that an anonymous hacker was able to take
50 million USD in Ethers from the 168 million invested in a virtual venture capital fundraising in 2016 as part of the
DAO attack. An attack has been discovered by a programmer. The code first gathers Ether when using a split function,
then changes the balance without checking to see if the call is recursive. The attacker uses a sequence of split procedures
to recover their money before the algorithm verifies the amount.

UNDERFLOW/OVERFLOW ERRORS (A2)

Underflow or overflow refers to the situation where the result of a specific mathematical operation is either less or greater
than the minimum or maximum numeric data type utilized in the smart contract platform. The Ethereum platform utilizes
the uint256 algorithm. The theoretical maximum value of uint256 can be achieved by maintaining an ether balance of 0.
Similarly, when an ether balance reaches its maximum value, it can also decrease to zero. When creating contracts,
programmers must consider the following factors [6]. The identified concerns can be effectively resolved by utilizing
libraries. These concerns will be elaborated upon in the subsequent sections.
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Sybil Attacks (A3)

A member who intentionally creates a fake identity to take control of the peer network is said to be participating in a
Sybil attack [7]. Situations like the one mentioned in reference may result in an unequal allocation of power inside the
network, which might allow the distributed blockchain peer ecosystem to be taken over. Members who have been chosen
expressly for the goal of attack can take control of the network consensus, so long as it is based on the majority vote of a
certain blockchain. The system is vulnerable to this kind of danger when there is little to no human onboarding to the
blockchain.

Bad Randomness (A4)

For smart contracts to operate effectively, the presence of randomness is crucial, especially in the context of gaming and
gambling. In addition, randomization plays a crucial role in various utility functions. In certain scenarios, the techniques
employed to generate pseudo-random or random numbers may exhibit vulnerabilities [8]. The utilization of variables and
block hashes as sources of entropy carries inherent risks.

Double Spending Attacks (AS)

Native token expenditure is a commonly used approach in most smart contract systems. A scenario where a single user
uses a certain token more than once in a single transaction is possible. A particular kind of assault is referred to as a
"double spending attack".

Majority Attacks (A6)

Attacks are usually launched by malicious people or groups to change transaction history or obstruct the validation
procedure for new transactions [9]. An attack is more likely to occur when a particular blockchain consortium uses a
majority voting consensus. Block mining and transaction verification are entrusted to a committed group of well-known
peers from every consortium member. The demands of the user are constantly taken into account during this procedure.
A similar situation may arise if a malicious actor manages to seize control of most of the top rivals.

DESTROYABLE CONTRACTS (A7)

A smart contract's content can be erased by using the self-destruct vulnerability [10]. This vulnerability involves bytecode
erasure at certain points. Furthermore, because all payments are made to a single destination address, the contract is
rendered void.

Exception Disorder (A8)

Exception disorder refers to a system failure that occurs due to inadequate handling of exceptions. The management of
exceptions is a fundamental aspect of programming, regardless of the utilization of blockchain technology. The handling
of exceptions, especially when one contract requires another, significantly affects the overall operability of the network.
The exception disorder is identified as a significant weakness.

Call Stack Vulnerability

The smart contract's execution environment places restrictions on the call stack's reach. Ethereum allows for a maximum
call stack depth of 1024 frames. The procedure comes to an end when the call's depth reaches its maximum value. One
of the many elements that contribute to this phenomenon is found to be programming faults.

Unbounded Computational Power Intensive Operations

Every smart contract transaction requires the deployment of computing resources to be carried out. Ethereum-related
computing power costs are commonly referred to as "Gas." Gas is used to determine how much processing power is
needed for a certain smart contract task. When the computational capability is too and unrestrictedly used for demanding
activities, the system may encounter several faults.
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Potential Solutions

Semantic errors pose a significant risk of resulting in substantial financial losses due to security vulnerabilities. In the
case study conducted, the Parity smart contract library emerged as the focal point. Insufficient programming techniques
were responsible for the freezing of 500,000 Ethers in 2017.1. Based on a comprehensive analysis of the sequence of
events, the authors have concluded that the issue can be attributed to careless programming techniques. Precision in the
creation of smart contract scripts is crucial due to their execution on every node within the blockchain network. It is
imperative to rectify any errors and vulnerabilities present in the code before deploying the application to a substantial
quantity of blockchain nodes. In numerous research projects, smart contracts have been employed to address a range of
security vulnerabilities. The purpose of this presentation is to discuss three primary research areas: semantic defect
identification, formal verification, and security check tools.

Identifying Semantic Flaws

Numerous scholarly investigations have scrutinized these semantic imperfections and pinpointed programming methods
to alleviate them. One of the most well-known cryptocurrencies in the business world is Ethereum, whose vulnerabilities
were thoroughly examined. Based on the degree of introduction, the vulnerabilities were divided into three classes: EVM
bytecode, solidity, and blockchain. The authors specifically stated that they thought that some problems may be solved
by using human-readable, non-Turing complete languages. The authors emphasized how crucial it is to solve these
problems in programming and gave a thorough rundown of typical mistakes made while creating safe smart contracts.
Solidity developers can use a collection of security patterns described to reduce common attack scenarios on the Ethereum
platform. The patterns that were made public included the use of mutexes and countermeasures to prevent re-entry
assaults. The authors hope to provide Solidity with an extensive and educational design pattern language.

Security Check Tools

In addition, several security verification tools have been developed to mitigate the occurrence of semantic errors in smart
contracts. The re-entry attack has undergone comprehensive investigation in multiple studies. In their publication,
introduced the ReGuard tool, a valuable resource for the detection and resolution of re-entrance problems in smart
contracts. The objective of the fuzzy-based analyzer is to autonomously detect re-entrency issues in Ethereum smart
contracts. To assess the vulnerability, the ReGuard program generates a series of transactions randomly. ContractFuzzer
is a comprehensive fuzzing methodology that was initially introduced. Its primary objective is to identify seven distinct
types of vulnerabilities in Ethereum smart contracts. The researchers identified several noteworthy attack vectors,
including gas-less transmit vulnerabilities and re-entrance. The optimization of the false negative rate was observed by
the authors in comparison to other systems.

Numerous research endeavors have encompassed the examination and evaluation of Ethereum bytecode. They introduced
a security analysis approach specifically designed for Ethereum smart contracts. The analysis pipeline can be utilized to
extract semantic logic relations from the low-level EVM bytecode. The evaluation's findings suggest that Vandal
outperforms the most advanced technology in terms of overall performance, speed, and reliability. The notable runtime
of 4.15 seconds demonstrates its effectiveness. The system has effectively executed an analysis on a total of 95 contracts,
resulting in a total of 141,000 distinct contracts. The Porosity decompiler is designed to generate coherent Solidity
syntaxes from EVM bytecode. The decompiled contracts can be utilized for both static and dynamic analysis, as required.,
a significant portion of the EVM was formalized using F*, a widely used programming language for verification and
proving support. Furthermore, an extensive small-step semantics of the bytecode for the Ethereum Virtual Machine
(EVM) has been released. Furthermore, the authors employed the official Ethereum test suite to conduct a comprehensive
verification of the system. The authors proceeded to delineate several significant security features of smart contracts. The
open-source dynamic execution framework, Manticore, was released by [11]. The objective of this study is to analyze
Ethereum smart contract binaries. The framework provides a comprehensive analytical tool for identifying mistakes, with
a specific emphasis on logical fallacies. The framework's API enables users to customize its usage according to their
preferences. The scalability of this system has been enhanced to effectively manage larger contracts. Upon conducting
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tests on the tool using Oyente, the scientists observed that it exhibited superior performance compared to the most
advanced alternatives. EtherTrust demonstrated superior performance on the benchmark, surpassing initial expectations.
The gas cost associated with smart contract execution has emerged as a significant concern due to the reliance of
Ethereum contracts on gas [12] focused their research on the identification and categorization of vulnerabilities present
in Ethereum smart contracts for gas discovery and classification. When executing a specific smart contract on the public
Ethereum network, a fee referred to as "gas" is incurred. Gas vulnerabilities primarily pertain to scripts that must be
executed successfully for the smart contract to utilize the allocated gas. In addition, the authors have presented MadMax,
a set of static code analysis techniques that can significantly enhance the accuracy of vulnerability detection in gas-related
systems. The methodology of applying low-level analysis for decompilation in declarative program analysis techniques
for higher-level analysis was validated using 6.6 million contracts.

The MAIAN approach developed [13], employs a concrete validator and inter-procedural symbolic analysis to identify
legitimate exploits. The software has identified three primary categories of faults: suicidal contracts, which allow for the
taking of life; prodigal contracts, which facilitate the distribution of ether to anyone; and greedy contracts, which restrict
access to ether for anyone. After conducting an analysis of one million contracts and assigning each contract a 10-second
time frame, the technology has identified a total of 34,200 contracts that are susceptible.

In addition, it is recommended to incorporate broader security verification methodologies. In their study, [14] presented
SmartCheck, a comprehensive analysis tool designed to identify security vulnerabilities in Ethereum smart contracts.
This tool is intended solely for illustrative purposes. By utilizing a substantial dataset consisting of real contracts, the
authors successfully evaluated the efficacy of the program. The discussion also encompassed potential future applications
of technology in enhancing grammar. Moreover, empirical evidence suggests that smartcheck outperforms alternative
programs in terms of automated security testing. To provide additional context, developed Securify, a security analyzer
specifically designed for Ethereum smart contracts. The objective of this research is to assess the safety or potential
hazards associated with the actions performed under a contractual agreement about a specific property. The scalability
and full automation of the system have been demonstrated through comprehensive testing conducted on a total of 18,000
contracts. The analysis process consists of two distinct stages. The initial step involves conducting a symbolic analysis
of the dependency tree of the contract to extract precise semantic information. The subsequent action involves verifying
the occurrences of compliance violations. Oyente, a symbolic execution tool, was developed with the primary objective
of detecting and identifying security vulnerabilities. A total of 19,366 contracts were identified by the tool, out of which
8,833 were deemed vulnerable. A DAO issue with one of the contracts led to a significant revenue loss of USD 60 million.
The Zeus architecture is employed to verify the precision and authenticity of smart contracts. The publication was
subsequently released. Moreover, the utilization of secure programming methodologies serves as an indicator of
precision, while adhering to established higher-level business logic signifies equity. The framework demonstrates
superior performance compared to Oyente due to its ability to generate zero false negatives in its data set. The FSolidM
algorithm was introduced. This work presents a method for generating finite-state machines from contracts using
systematic semantics. The authors provided a concise demonstration of the process for generating Finite State Machines
(FSMs), which possess the ability to autonomously generate Ethereum smart contracts. The achievement was facilitated
through the utilization of a user-friendly graphical user interface. The set of design patterns included by the authors aims
to enhance both functionality and security. The purpose of these patterns is to create plugins that offer user-friendly
functionality and seamless integration. The S-gram, an Ethereum security auditing approach, was introduced by Liu et
al. [15]. The purpose of this system is to showcase semantic awareness. The authors employed lightweight static semantic
labeling with N-gram language modeling to capture high-level semantics, such as the sensitivity of a transaction's flow,
and analyze statistical regulators of contract tokens. The authors presented a demonstration of how S-gram can enhance
the efficiency of existing in-depth analyzers and predict potential errors in token sequence recognition.

In the ever-evolving landscape of digital transactions and decentralized systems, ensuring the security and reliability of
smart contracts is paramount. Smart contracts, as self-executing contracts with the terms of the agreement directly written
into code, have revolutionized various sectors by providing a trustless, automated solution for transactions. However,
this innovation comes with its own set of challenges, particularly regarding security vulnerabilities and execution errors
that can lead to significant financial and operational losses. Our motivation for this survey stems from the critical need
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to address these issues comprehensively. By examining the existing research on smart contract security and correctness
verification, we aim to highlight the most effective methodologies and tools that have been developed to mitigate risks
associated with smart contracts. Our contribution lies in synthesizing this knowledge to provide a detailed overview of
the state-of-the-art techniques, ultimately guiding researchers and practitioners toward building more secure and reliable
smart contract systems. This effort not only fortifies the backbone of blockchain technology but also fosters trust and
innovation in its widespread applications.

e Detailed Categorization of Smart Contract Vulnerabilities: Our survey categorizes and analyzes key
vulnerabilities in smart contracts, providing a clear understanding of security risks across different blockchain
platforms.

e Evaluation of Verification Techniques: We critically assess existing security verification methods and tools,
highlighting their effectiveness and limitations in ensuring smart contract reliability.

e Best Practices and Future Directions: We propose best practices for secure smart contract development and
identify research gaps, offering guidance for future advancements in smart contract security.

II. RELATED WORK

The identification of smart contract vulnerabilities poses a significant challenge in the realm of blockchain security. The
initial studies on smart contract vulnerability identification [16] employed formal methods to validate smart contracts.
One illustrative instance is the framework presented, which facilitates the conversion of programming language for
Ethereum smart contracts, Solidity code, and the EVM (Ethereum Virtual Machine) bytecode into the input of an existing
verification system. The authors present a formal model for Ethereum Virtual Machine (EVM) and employ the
Isabelle/HOL tool to analyze potential vulnerabilities in smart contracts. Furthermore, the formal semantics of the EVM
are defined. through the utilization of the F* and K frameworks, correspondingly. The frameworks offer robust formal
verification guarantees, albeit with a semi-automated approach [17-18].

Symbolic execution and generic testing are reliant on the utilization of Oyente, Maian, and Securify as additional work
streams. Oyente is one of the pioneering programs that leverages fundamental patterns to identify issues and symbolize
contract functions. To identify vulnerabilities in smart contracts, employ a combination of symbolic model testing,
restricted horn clauses, and abstract interpretation. To eliminate false alarms, introduce compliance (negative) and
violation (positive) patterns. Researchers are currently investigating the utilization of dynamic execution as a means to
identify vulnerabilities within smart contracts. The introduction of ContractFuzzer in [19-22] enables the identification
of vulnerabilities through runtime behavior monitoring and fuzzing during execution. In a similar vein, the authors [23]
have developed an analyzer that utilizes fuzzing techniques to detect vulnerabilities related to reentrancy. Sereum
conducts taint analysis regularly. To identify security vulnerabilities, it is necessary to monitor data flows in runtime
while smart contracts are being executed. Dynamic execution techniques, due to their reliance on a custom agent contract
for interaction with the contract being tested, lack scalability and cannot be applied to fully automated systems. Numerous
recent projects have focused on exploring the utilization of deep neural networks to identify vulnerabilities in smart
contracts [24-27]. The sequential contract excerpt is constructed and then inputted into the BLSTM-ATT model to detect
reentrancy issues. The proposed approach involves the generation of a contract graph based on the source code of a
contract. This is achieved by utilizing graph neural networks as the detection model. In their work, [28] introduces
ContractWard, a system that utilizes machine learning techniques to extract bigram attributes from the code of smart
contract operations. Deep learning-based contract vulnerability detection is currently in its early stages and exhibits
limited accuracy, despite the introduction of several methods.

According to [29], it is recommended to establish a dictionary that records the evolution of Arabic words' definitions and
usages. This practice aims to safeguard the cultural heritage of the Arabic language. The employed mechanism for
generating word embeddings is the Word2vec architecture. The integration of word embeddings and recommender
systems is a viable approach. In their early study, [30] proposed the utilization of word embeddings for content-based
recommender systems. This approach involves embedding both objects and user profiles in a vector space. [31] propose
a method for translating the user's selected item sequence into words. These words are then projected into a vector space,
enabling the identification of similarities and parallels between objects. The Word2vec and GloVe models are employed
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for generating the word embeddings. Furthermore, word embeddings can be employed in conjunction with various
machine learning methodologies or linguistic data. The loss of semantic linkages between words in contemporaneous
contexts is observed in vector representations of words generated by techniques that exclusively rely on data scattered
across the corpus [32].

Semantic connections are complex knowledge bases that elucidate the meaning of words by establishing relations
between them, including ontologies and semantic vocabularies. When utilizing word embeddings to generate data that
substantiates the hypothesis, the integration of the corpus and knowledge base can improve performance on tasks related
to word similarity and analogies. According to [33], it is recommended to integrate vector representations of words
derived from the corpus as the source, along with intrinsic word components such as morphemes. The production of word
embeddings involves the utilization of two models: the morphology of the original view and the morphology of the
contextual view (MOMC) and the morphology of the contextual view (MC). These two models outperform baseline
methods, such as CBOW, in the task of word similarity recognition. proposed a method that involves the integration of
Word2vec-generated word embeddings into photos. These embeddings are then processed using a convolutional neural
network (CNN) to identify the photos as text. The approach demonstrated superior performance when comparing the
classification results to the baseline values, specifically when comparing doc2vec and SVM [34].

Their study [35], presents a comprehensive example of metric-based meta-learning methods designed to address the
challenge of single-sample learning for picture classification. The performance of the twin network method has been
significantly superior to that of more efficient classifiers when applied to accessible Omniglot datasets. The MAML
model, as described, serves as a prime illustration of initialized parameter-based meta-learning techniques that rely on
robust generalization. The task data used to optimize the loss function optimization process and the network parameter
gradient descent optimization process are separated to improve generalization capability [36]. MAML models are
commonly referred to as model-independent meta-learning models due to their diverse application areas, including
classification, regression, and reinforcement learning. The meta-learner model, which was developed is widely
recognized as a prominent example of meta-learning approaches that utilize gradient optimizers. The objective of this
solution is to address the challenge of training a second-learner neural network classifier with limited sample sizes. The
memory enhancement model proposed aims to address the issue of overfitting in deep multilayer neural networks. To
address this problem, the model incorporates external storage modules [37]. This model serves as a typical example of
meta-learning methods that rely on external memory units.MetaGAN effectively achieves the separation of real data from
fake data by integrating meta-learning techniques with GAN-generating models. This integration enables the model to
establish more stringent decision limits and enhance its feature extraction capabilities [38].

The SmartInspect architecture, developed, is based on the decompilation capabilities offered by mirrors. The extraction
of unstructured data from the deployed smart contract enables the analysis of the present state of a smart contract instance
through its decomposition. If any vulnerabilities are identified, they can be modified without undergoing redeployment
[39]. In their publication, Wohrer and Zdun presented six security design patterns aimed at mitigating the potential for
vulnerabilities. In addition, various other tools have been created for contract analysis. However, the Oyente tool has
demonstrated significant performance in this particular context. The control map was successfully extracted from the
EVM Bytecode of the contract, enabling the identification of potential vulnerabilities through the execution of the control
map.

A technique for recovering pilfered money for DAPP programs, such as DAO, was proposed [40-43]. This technique
effectively reduced attack losses. The elimination of different artifacts of the Kademlia protocol was proposed thereby
increasing the level of difficulty for potential attackers. To mitigate eclipse attacks, a countermeasure has been
implemented in geth1.8, a standalone client for Go Ethereum. In their study, Liu et al. introduced ReGuard, a technique
designed to identify reentrant vulnerabilities. The system automatically identified reentrant faults that were generated
and employed fuzzing techniques to dynamically identify vulnerabilities in contracts [44-45]. introduced the concept of
effective callback (ECF) objects as a solution to address callback issues in contracts, specifically re-entrance, ensuring
the accurate execution of the contract by identifying the execution model and establishing static input circumstances that
determined whether the contract would be terminated or not. The Osiris method was developed to accurately detect
integer problems in Ethereum smart contracts. In their evaluation of the tool's performance on a substantial experimental
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dataset comprising more than 1.2 million smart contracts, identified a total of 42,108 contracts that exhibited integer
errors. These identified contract vulnerabilities were subsequently categorized into 12 distinct groups, with each category
being accompanied by a comprehensive explanation. Currently, the published vulnerabilities have resulted in significant
losses due to reentrancy (DAO attack event), access control (Parity wallet stolen event), denial of service, and
inappropriate randomization. Consequently, it is crucial to prevent the recurrence of these vulnerabilities [46-50]. Table
1 shows the survey table.

Table 1 survey table

Ref Num | Method Advantages Disadvantages Research Gap
22 Formal methods Strong formal | Semi-automated Need for fully automated
verification verification
guarantees
23 Formal semantics (F* | Formal Semi-automated Need for fully automated
framework) verification of verification
EVM
24 Formal semantics (K | Formal Semi-automated Need for fully automated
framework) verification of verification
EVM
25 Formal model | Formal reasoning | Semi-automated Need for fully automated
(Isabelle/HOL tool) using verification
Isabelle/HOL
8 Symbolic execution | Detects Flags bugs based on | More sophisticated pattern
(Oyente) vulnerabilities simple patterns recognition needed
using  symbolic
execution
18 Symbolic execution | Filters false | Requires compliance and | More sophisticated pattern
(Securify) warnings with | violation patterns recognition needed
compliance
patterns
17 Dynamic execution | Identifies Requires  hand-crafted | Need for fully automated,
(ContractFuzzer) vulnerabilities agent contract scalable methods
through fuzzing
29 Dynamic execution | Monitors runtime | Non-scalability Need for fully automated,
(Serum) data flows for scalable methods
vulnerability
detection
19 Deep neural networks | Detects The field is still in its | Improvement in accuracy
(BLSTM-ATT reentrancy bugs infancy, and accuracy is | required
model) unsatisfactory
20 Graph neural | Uses contract | The field is still in its | Improvement in accuracy
networks graphs for | infancy, and accuracy is | required
detection unsatisfactory
30 Machine learning | Extracts Bigram | The field is still in its | Improvement in accuracy
(ContractWard) features from | infancy, and accuracy is | required
operation code unsatisfactory
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Research Gap

e  Full Automation in Verification: Many existing formal verification methods are still semi-automated, requiring
human intervention. There is a need for developing fully automated verification techniques to increase efficiency
and reduce human error.

e Sophisticated Pattern Recognition: Current symbolic execution methods often rely on simple patterns for bug
detection, leading to false positives and negatives. Advanced pattern recognition algorithms are needed to
improve accuracy and reliability.

e  Scalability Issues: Dynamic execution methods, such as fuzzing, require hand-crafted agent contracts and often
lack scalability. Research is needed to develop scalable dynamic analysis techniques that can handle a large
number of contracts without manual intervention.

e Improvement in Accuracy of Deep Learning Models: The use of deep neural networks for vulnerability detection
is still in its infancy, and the accuracy of these models is often unsatisfactory. There is a need for further research
to enhance the precision and reliability of deep learning-based methods.

e Integration of Formal and Dynamic Methods: Combining formal methods with dynamic execution and machine
learning could provide a more comprehensive approach to vulnerability detection. Research should focus on
integrating these diverse techniques to leverage their respective strengths.

e Handling Evolving Smart Contract Languages and Platforms: As smart contract languages and platforms evolve;
existing detection methods may become outdated. Continuous research is needed to adapt and update
vulnerability detection techniques to keep pace with new developments in the blockchain space.

e Minimizing False Positives and Negatives: Many existing tools and methods generate a significant number of
false positives and negatives, reducing their practical utility. Research is needed to refine these methods to
minimize incorrect results and improve the trustworthiness of the detection tools.

II1. CONCLUSION

In conclusion, this survey emphasizes the critical importance of securing and ensuring the reliability of smart contracts
in the rapidly advancing digital era. Smart contracts, with their ability to automate and streamline transactions across
various sectors, represent a significant technological advancement. However, they also introduce substantial challenges,
particularly regarding security vulnerabilities and execution errors, which can result in severe financial and operational
repercussions. This comprehensive survey has synthesized key methodologies and tools developed to mitigate these risks,
providing a detailed categorization of vulnerabilities, evaluating existing verification techniques, and proposing best
practices for secure smart contract development. Furthermore, it identifies critical research gaps, such as the need for
fully automated verification methods, more sophisticated pattern recognition algorithms, and scalable dynamic analysis
techniques capable of handling a large number of contracts without manual intervention. By guiding researchers and
practitioners toward the development of more secure and reliable smart contract systems, this survey contributes to the
enhancement of blockchain technology's foundational security. This, in turn, fosters greater trust and innovation in
decentralized applications, ensuring the sustainability, scalability, and resilience of these systems in the evolving digital
landscape. The ongoing research and development in this field are essential for addressing emerging challenges and
adapting to the continuous evolution of smart contract languages and platforms, ultimately minimizing false positives
and negatives and improving the overall robustness of smart contract security measures.
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